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Hardware Catalogue SPHERA @

Scope Catalogue Modettype

]ﬁ = EQV - Assessment - HW - Management - HW - Management -
@ CATEGORIZZAZIONE -
@ T|p0|_I:)E(§A W 1%?;;’33:52:;&& 3 Historic[ljorr  Future on [ ‘_‘ = @ Search... o
@ Code Acronym Description Assignee Location Supplier Client Economic Strategic Start End
o5 Q Q Q (Al > (A v A v e v (AID @y - Q 8 a G
T rup UPsS ups 11/06/2018
% TSRV SRV Server 11/06/2018
= = swfilv SRV-EQV HOST EQV (main)  TUB SRV EQV EQV 11/05/2020 \
IEI b SERJJER-EQV SERVER-EQV-60  SRVEQV 60 (DB) TUB SRV EQV EQv 14/06/2019 -
. STATO DEL
@ b SEVER-EQV SERVER-EQV-200 SRVEQV 200 (Test)  TUB SRV EQV EQv 14/06/2019 CATALOGO A DATA
H SPRVER-EQV SERVER-EQV-10  SRVEQV 10 (Client) TUB SRV EQV Qv 14/06/2019
@ T orp PRI Printer 11/06/2018
% I vpC PC Personal Computer 11/06/2018
@ b PC-TAT PC-TAT HP HOM EQV EQv 01/08/2018
® H PC-RAG-LOY ~PC-RAG-LOY PC-RAG-LOY LOY HOM EQV 31/01/2025
H PC-OWN-RC = PC-OWN-ROG PC-OWN-ROG ROG HOM 01/08/2025
b PC-NON-AS! | PC-NON-ASS-2 | PC-NOMN-ASS-2 PRILR2 EQV EQv 29/01/2019
S PC-EQV-VEN | PC-EQV-VEN PC-EQV-VEN TAT HOM EQV EQv 31/07/2018
H PC-EQV-TUB  PC-EQV-TUB PC-EQV-TUB TUB HOM EQV EQv 12/06/2019
H PC-EQV-TAU PC-EQV-TAU PC-EQV-TAU TAU HOM EQV EQv 20/02/2020
b PC-EQV-TAT = PC-EQV-TAT PC-EQV-TAT TAT HOM EQV EQv 09/05/2023
S PC-EQV-SAN | PC-EQV-SAN PC-EQV-SAN SAN HOM EQV EQv 01/11/2018
Eesmee \\ //

PROPRIETA
Fruitore, Luogo,
Fornitore e Cliente

HW — Management

|117]00]|01|
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Vulnerability Catalogue SPHERA@

— Scope Catalogue Modettype
]ﬁ - EQV - Quality M5 - VUL - Management - VA - Management - STATO DEL
G CATALOGO A DATA
- DESCRIZIONE Referencedate
@ Drag a column header here to group by that column VULNERABlLlTA 10/07/2025 ] Historic.oFr Future on . i ] Search... o=
Code Acronym Description Severity Exploit Malware Undeleteble Action Start End Order
Q Q Q (Al A - (A - A - |a a @« @ <
383136 383136 Azure Data Studio Privilege Escalation Vulnerability 06/06/2025 0.00
= 0 1 2 :3'!:‘ 5
m 383211 383211 VMware Tools Insecure File Handling Vulnerability (VMSA-2025-0007) 06/06/2025 0.00
QD ° 0 1 aE::t 4 5
110494 110494 Microsoft Office Security Update for May 2025 06/06/2025 0.00
£r GUIDA RISOLUTIVA
= 0 1 2 2 5
®
()
= 92270 92270 Microsoft .NET Security Update for June 2025 09/07/2025 0.00
E 0 1 2 3!!!‘ 5
92212 92212 Microsoft PC Manager Elevation of Privilege Vulnerability for February 2025 09/07/2025 0.00
= 0 1 2 3I::i 5
92255 i PC Manager Elevation of Privilege Vulnerability for May 2025 09/07/2025 0.00
I
100 200 Page 1 of 7 (672 items) 1 2 3 4 3 5] 7
COoDICI
IDENTIFICATIVI GRADO FLAG VUNERABILITA
IMPATTO / RISCHIO

VA — Management
|142]01]01]
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m

383136 - Azure Data Studio Privilege Escalati

n Vulnerability - (EQV - Quality MS - VUL - Management)

SPHERA

EXPERT SYSTEM

(=

OVBERMENT

Azure Data Studio Privilege Escalation Vulnerability

CYBID:

383138

Category:

Local Threat:
Azure Data Studio Is bullt on top of Visual Studio Code and offers a lightweight, keyboard focused modern code workfiow exparience when working with

CVE ID:
CVE-2024-20203

erver, Azure QL Database, and Azure Synapse Analytics.

CVE-2024-26203: This is an elevation of privilege vulnerability affecting Azure Data Studio. An attacker who successhully exploits this flaw can gain

GENERAL DATA
Code: 323136 - CcODICI
Acronym: 332136 IDENTIFICATIVI
Description:  Azure Data Studio Privilege Escalation Vulnerability “;
= DESCRIZIONE
. = VULNERABILITA
Startdate:  Today ‘ r B
Enddate:  Today ‘ » B G RADO
IMPATTO / RISCHIO
Q: Q
>~
VULNERABILY DETAIL
V4 - Very High
Severity : : ; : : .

Malware =

Brute force :

FLAG VUNERABILITA

/

olovated permissions within potentially leading or
Vendor reference:

Security Updote

Affected Versions:
Prior101.48.0

QIO Detection Logic:(Authenticated)

BugTraq ID:

Service Modified:
03/31/2020

This QID checks the vulnerable version of Azure Data Studio

Impact:

Successtul expioitation ollows an attacke to galn ccess to restricted fies.
User Modified:
. Solution:

Customers are advised 1o refer to Security Update more detalls and patch information.

Paten
o

Following are links for downloading patches o fix the vuinerabliities:
PCIVuln:

™

Security Update

Cyberment VUL DB

Ticked State:

§ o %
E 3B = Nomal text Y T
Undeleteble - = | A g B A4 =
ACTION
andare qui Release February 2024 Release (version 1.48.0) - microsoft/azuredat Gitsub
scaricare e installare questo:
igithub.com/microso Siofrelea
ips:/github comymicrosofijaruredatastudiofreleases,tag/1 ABD
New Item Details.
N — Installation | Azure Data Studio installation fails on RHEL 8 Use RHEL 8, or
Installation Azure Data Studio installation fails on RHEL 8 Use RHEL 9, or current known issues, visit the n Git
For a list of the current Knem sues st on GitHub Platiorm Type Davnload
Windows. | User Instale sbit ARM
Platform Type Bownload Sy stor_ (G s
Windows | User Installer GUIDA RISOLUTIVA " o i
System Installer - lne  tange :
sip A deb
Mac i  IntelChip A
S —————

@
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Hardware Monitoring SPHERA @

Q Attivita EQV - Assessment - Model HW - Vulnerability Assessme... ~ Analisys HW - Monitoring - Periodo | 01/06/2025 - CONTROLLO M {[e]n][e{0]
f{) 01/06/2025
[ I
HW - Monitoring
* 01/05/2025
- itoring — x
Drag a column header here to group by that column HW - Monitoring > 01/06/2023 01/04/2025 = [§ Search =
e . . 01/03/2025
L Type l Code Description ECO STR P. Risk R. Risk Total Susp Undel VH_Tc ' LO_ToDo ToBe Exp/Mal V5 V4 V3 V2 Vi
c8 01/02/2025
(Al - Q Q . - L - (e - @y - Q Q Q Q Q Q Q Q Q Q Q Q
_"(__‘ 01/01/2025
- v Server SERVER-EQV-10  SRVEQV 10 (Cliel 0 1] 0 0 1 0 2 o 5 0
ﬂi} Server SERVER-EQV-60  SRVEQV 60 (DB) Trend 0 0 0 0 1 0 2 0
»Tr Server SRV-EQV SRV EQV (main) R . . S 0 0 0 0 0 0 5 0
! Rk 807 . sk 80%
Personal Computer PC-EQV-DAN  PC-EQV-DAN B 0 0 1 2 0 2 5 0
@ Personal Computer PC-EQV-BEL PC-EQV-BEL - 0 0 0 0 0 1 1 0
@ Personal Computer PC-EQV-TAT PC-EQV-TAT 2 0 1 3 0 1 4 0
Personal Computer PC-EQV-FIL PC-EQV-FIL 0 0 1 0 0 0 3 0
{é} Personal Computer PC-EQV-TUB PC-EQV-TUB 0 0 0 0 2 0 0 0
Personal Computer PC-EQV-LUC  PC-EQV-LUC 0 0 0 0 0 1 0 0
®
Personal Computer PC-EQV-ING PC-EQV-ING 0 0 0 0 0 1 0 0
Personal Computer PC-EQV-SAN PC-EQV-SAN o0 ; o oz o e " ovmro oo 0 0 0 1 0 1 0 0
Personal Computer PC-EQV-CAR PC-EQV-CAR 0 0 0 0 Trend Line =
Personal Computer PC-EQV-CAS PC-EQV-CAS 0 0 ( ol -
DeskTop DSK-EQV-SAN DSK-EQV-SAN 0 0 [1) 1
L ]
Cloud Server SERVER-EQV-SUR HST-SUR (ARUBA) 9 0 0 0
Cloud Server SERVER-EQV-BEME HST-BME (UNIDATA) MD -- 3 0 0 0
Cloud server SERVER-EQV-CDP HST-CDP (ARUBA) --_- 7 0 0 0 : — s, >
o ...:_:-/?ﬁ\./..f/..-\-/../H
Cloud Server CLOUD-EQV-BME CLOUD-BME (Aruba) NO 3 0 0 0 w3 ovesz oviEem  ovod ov/08/2024 572025
L}
Cloud Server CLOUD-EQV-AMC CLOUD-AMC (Aruba) |NO -TT 1 0 0 0 -
A
ATTIVITA DA ESEGUIRE
RISCHIOSITA (PER GRADO DI RISCHIO)
100 | 200 500 PRE e POST Page 1 of 1 (19 items) [ 1

ATTIVITA

BEOEERE

HW — Monitoring

142]00] 01|
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Hardware Status SPHERA G

Attivita EQV - Assessment - Model HW - Vulnerability Assessme... ~ Analisys HW - Status - Periodo | 01/07/2025 - k\
QO CONTROLLO PERIODICO
;D 01/07/2025
HW - Status
™ 01,/06/2025
Drag a column header here to group by that column HW - Status > 01/07/2025 X 01/05/2025 Storico .OFF Lo ] -
) Trend =
L Type Code Description ECO STR P. Risk R. Risk P
(.':3 ? R p. i P 7. Risk 100% sk 10
0 o
(Al -  Q Q Lo . - (on - @y - Q . s 0 . ik 8O
— .
Lo
- Cloud Server SERVER-EQV-AMC HST-AMC (PORINI) -- Lo i
. R R R. Rit R. Riskc 60%
U,:} Cloud Server SERVER-EQV-SUR  HST-SUR (ARUBA)
— Cloud Server SERVER-EQV-BME HST-BME (UNIDATA) 'NO f ) 0%
1 "
Cloud Server SERVER-EQV-CDP HST-CDP (ARUBA) . .
f ‘;\. Server SERVER-EQV-10 SRVEQV 10 -‘C\ient} . R Ric B Rir A Ri RRir LR R.Rir R.Ri RRi RRi: RRit RR: RRi: RRie R Risk20%
@ Server SERVER-EQV-60 SRVEQV 60 (DB)
Personal Computer PC-EQV-BEL PC-EQV-BEL
.{;o} Personal Computer PC-EQV-TAT PC-EQV-TAT .
Trend Line =
@ Personal Computer PC-EQV-DAN PC-EQV-DAN NO " |
&) Personal Computer PC-EQV-CAS PC-EQV-CAS NO !
Personal Computer PC-EQV-CAR PC-EQV-CAR NO l —e
Personal Computer PC-EQV-SAN PC-EQV-5AM NO
~  Personal Computer PC-EQV-LUC PC-EQV-LUC NO
Cloud Server CLOUD-EQV-BME | CLOUD-BME (Aruba) |NG R N\/- i e o/o_‘
" n u
Start date Severity
Q Qe -
. [~ o1/06/2023
RISCHIOSITA > BIEEE
STORICO
PRE e POST = oysanes -~ j
N VULNERABILITA
ATTIVITA N I
[~ 01/0872023
s [50) w ) ey Bl 2 3 4 s 6 7
25 50 100 Page 1 (14 items) 1

HW - Status
142]100]00|
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Hardware VA ToDo SPHERA @

]/_\ Attivita EQV - Assessment - Model HW - Vulnerability Assessme.. = Analisys HW - VA ToDo - Periodo 01/07/2025 - CONTROLLO PERIODICO

HW - VA ToDo
™
Drag a column header here to group by that column HW - VA ToDo —> 01/07/2025 X = [f Search... =
- u Type Code Description ECO STR P. Risk R. Risk VH_ToDo Hl_TeDo ME_ToDo LO_ToeDo
e (Al - Q Q L T T e Ty v Q Q Q Q a
e
he v Cloud Server SERVER-EQV-AMC HST-AMC (PORIND 0 0 0 3
ﬂi} Cloud Server SERVER-EQV-SUR HST-SUR (ARUBA) 1 1 2 6
—rn Cloud Server SERVER-EQV-BME HST-BME (UNIDATA) NO 3 1 0 0
U Cloud Server SERVER-EQV-CDP HST-CDP (ARUBA) 0 1 1 4
@ Server SERVER-EQV-10  SRVEQV 10 (Client) 1 1 0 5
@ Server SERVER-EQV-60  SRVEQV 60 (DB) 0 0 0 2
Personal Computer PC-EQV-BEL PC-EQV-BEL 1 8 4 3
%E’s’ Personal Computer PC-EQV-TAT PC-EQV-TAT [ 1 1 1 4 |
@ Server SRV-EQV HOST EQV (main) 0 0 0 5
Personal Computer PC-EQV-DAN PC-EQV-DAN 0 1 5
DeskTop DSK-EQV-5AN DSK-EQV-5AN 0 0 2 3
Personal Computer PC-EQV-CAS PC-EQV-CAS 1 1 0 0
Personal Computer PC-EQV-CAR PC-EQV-CAR 5 2 0 0
Personal Computer PC-EQV-SAN PC-EQV-SAN 3 0 1 0
Personal Computer PC-EQV-LUC PC-EQV-LUC 1] 2 1 0
CLOUD-EQV-CRA  CLOUD-EQV-CRA 3 1 3
Cloud Server CLOUD-EQV-BME CLOUD-BME (Aruba) 0 1 0 0
ATTIVITA DA ESEGUIRE
(PER GRADO DI RISCHIO)
100 200 500 Page 1 of 1 (17 items) 1
N @ e Attivita con rischio/impatto MEDIO che I'utente «SAN» dovra eseguire su HW «DSK-EQV-SAN>
Ik =

HW — VA ToDo
142]00] 03|
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Hardware VA ToDo - Dettaglio SPHERA @

DETTAGLIO VULNERABILITA

]/_\ Attivita EQV - Assessment - Model HW - Vulnerability Assessme... Analisys HW - VA ToDo - Periodo 01/07/2025 |7 0 i i . e §
B
:.D
[ ~ GENERAL DATA

HW - VA ToDo

HW - VA ToDo --= 01/07/. K-EQV-SAN - ME_ToDo X

{ Drag a column header here to group by that column

Undeleteble Action

5 L Id Description Tracking
J
S
= Q Q (All) - (Ally (Al - (Al - (Al -  Q
[3 %

A

38628 Secure Sockets Layer/Transport Layer Security (SSL/TLS) Server supports Transport L_ayerl{ecur'ﬁy_ﬂ LSv1.0) DSK-EQV-SAN N

E

W
[

=]

38794  Secure Sockets Layer/Transport Layer Security (SSL/TLS) Server Supports Transport Layer

ity (TLSv1.1) DSK-EQV-SAN | NET i

@ & 1) &

HARDWARE INVOLVED
Per disabilitare TLS 1.0 e 1.7 tramite il registro di sistema su Windows, segui questi passaggi:
Drag a column header here to group by that column + #£ I =2 ¥ Search... = 1. Apr PEditor del Registro di sistema . guia passagg
Involved HW : = Tnel cerca di windows digita regedit @ premi Invio.
Description Hardware Action Action Done 2. Naviga fino alla chiave di registro:
- Vaial
Q (ally - Q Q percorso: Computer\HKEY_LOCAL MACH i i \Protoc

ols
2. Disabilita TLS 1.0:

Secure Sockets Layer/Transport La SERVER-EQV-SUR - Espandi la cartella Protocols € cerca TLs 1.0.

" ™ . _
Action: =
- Se non esiste, crea una nuova chiave chiamata TLS 1.0 come Key semplice
B Secure Sockets Layer/Transport La PC-EQV-BEL ‘
B Secure Sockets Layer/Transport La PC-EQV-DAN . ‘
B Secure Sockets Layer/Transport La DSK-EQV-SAN . .
- Allinterno di TLs 1.0, crea due nuove chiavi chiamate client e server. !
LISTA HW CON LA STESSA VULNERABILITA E AZIONI RISOLUTIVE / AZIONI ESEGUITE
Action Done: =

100 200 500 Page 1 of 1 (4 items) 1

25 | 50 100 ISTRUZIONI / AZIONI RISOLUTIVE / Page 10of 1(2items) | 1
(FORNITE DAL MANAGER O SISTEMISTA)

a6 E '

= e ANNOTAZIONI AZIONI ESEGUITE DA UTENTE Undeletabl:

Risolta la vulnerabilita, I'utente eseguira il «Check Out>» per confermarne la lavorazione

HW — VA ToDo

142]00] 03|
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VA Hardware & VA User SPHERA G

Attivita EQV - Assessment - Model HW - Vulnerability Assessme... - Analisys VA - User -
D
(=
Q Attivita E£QV - Assessment - Model HW - Vulnerability Assessme... ~ Analisys VA - Hardware - Periodo 01/07/2025 - CONTROLLO PERIODICO
&
VA - Hardware

VA - Hardware --> 01/07/2025 X

Drag a column header here to group by that column = [F Search... =
= Code Description Severity Exploit Malware Undeleteble Suspend Attach Action ToDo
J
8
Q Q (Al - (Al v (Al - (Al - (Al - (All) - Q Q GUIDA RISOLUTIVA Q
’3 38170 SS5L Certificate - Subject Common Name Doe... 10
= Y > oo S @]
- —
(1]
@ 38173 S5L Certificate - Signature Verification Failed... ‘ 10
0 1 mz 3 4 5
@ N
{% 38685 SSL Certificate - Invalid Maximum Validity D... ‘ 7
® N . R
(%) — = e Description Hardware Tracking Severity Exploit Malware Action
a a (Al . v A - - - a
38628 Secure Sockets Layer/Transport Layer Securit... . . m . P
0 1 2 m 4 5 30170 5L Certicte-SubictComm. POEEL N =
\ 4 h 4 > S
FLAG VUNERABILITA s - )
38739 Deprecated SSH Cryptographic Settings R il I o) ]
o 1 3 4 H
0 1 2 m 4 5
38170 551 Certificate - Subject Comm... SRV-EQV NET ‘
200}
38909 SHA1 deprecated setting for SSH 38170 ssi Cenificate - Subject Comm... PC-EQVDAN  NET 5
0 1 m 3 4 5 - —————
— 38170 551 Cedificate - Subject Comm... DSK-EQV-SAN NET B
B o0 0 \ LISTA COMPLETA HW CHE - -
GRADO PRESENTA LA VUNERABILITA
IMPATTO / RISCHIO
VA — Hardware & User N.B. VA — User (420011) accessibile con ruolo U7ENTE mostra la lista delle vulnerabilita che coinvolgono I'hardware assegnato

142]00]|11-21| VA — Hardware (420021) accessibile con ruolo MANAGER mostra la lista completa delle vulnerabilita attive e, per ciascuna, la lista completa di hardware coinvolto
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SPHERA @

EXPERT SYSTEM

Ulteriori informazioni:

www.eqv.it
Contatti:
Rino Belloni — CEO
rino.belloni@eqv.it
Ercole Belloni — Innovation Manager

ercole.belloni@eqv.it
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